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Supervisor Gloria Molina
Supervisor Yvonne B. Burke
Supervisor Don Knabe
Supervisor Michael 0

., 

Jon W. FUllnWider

Chief Information icer

To:

Subject: WORM ATTACKS IMPACTING COUNTY SYSTEMS UPDATE #1

On February 28, 2007 , we advised your Board that five (5) departments had been
impacted by an unknown virus, which was detected by their intrusion systems. Actions
were taken to block the infected devices to mitigate the uncontrolled migration of the
virus to other departmental devices. In our report to your Board , we advised that the
Chief Information Security Officer (CISO) and the Internal Services Department (ISO)
were collaborating with involved departments to track this activity, and the rate of
infection was effectively declining.

Late last night , the rate of infections began increasing, impacting 800 devices in 
departments. The worm has since been identified as RINBOT, and various other

companies have reported that their networks have been similarly impacted. The County
is receiving on-site assistance from Microsoft and Cisco , in addition to receiving remote
assistance from Symantec and McAfee , our antivirus vendors. Earlier today, the
Antivirus vendors released software updates that will prevent new infections.
Departments will use their automated tools to quickly refresh their devices with this
update. However, all machines known to be infected have been isolated from the
network, so departments will have to manually correct those machines.

The County installed intrusion detection and prevention systems 3 years ago. These
systems have worked very well in blocking smaller virus and worm outbreaks.
However, the rapid and widespread infection of this worm caused an extremely high
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volume of traffc through these preventive systems , leading to an overload of certain
network control devices. This caused a short interruption of Internet access and other
services, which was effectively repaired by ISO.

To combat the further spread of infections within the County, ISO has initiated actions to
block certain types of network traffic until the anti-virus software can be distributed and
installed. Additionally, five (5) departments have been isolated from the Countywide
network to mitigate further infections. ISO is working very closely with these
departments to monitor impact and minimize any business disruptions. These
departments include Mental Health , Superior Courts, Probation , Children and Family
Services , and Public Defender.

We are also interfacing with the departments through periodic phone conferences to
measure the effects of the infection and provide information to correct it. My offce will
continue to provide regular updates to your Board on the status of this event.

If you have any questions , please call me at 213.974.2008 or AI Brusewitz , CISO, at
562.940.3873/ brusewitz(Q untV.qov.
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Raymond G. Fortner , Jr. , County Counsel
David E. Janssen , Chief Administrative Offcer
Sachi A. Hamai , Executive Offcer, Board of Supervisors
Dave Lambertson , Director, Internal Services Department
Board IT Deputies
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